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Background

Binary Code Similarity Analysis (BCSA)

e To score the semantic similarity of two binary code snippets.
Applications

e Malware identification, vulnerability detection, and plagiarism

detection, etc.
Code Obfuscation

e Obscures the code’s control flow and basic blocks while
preserving the function semantics.

e Key Techniques includes Instruction Substitution (SUB),
Bogus Control Flow (BCF), and Control Flow Flattening (FLA).

e Dual Purpose: Protects software (e.g., 50% of top Google Play
apps) and conceals malware.
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Motivation

Challenges of code Obfuscation

e Simple instructions are replaced with
complex instructions.

e The numbers of basic block surges (e.g., 4x), @ACKGG  (B)GsDTree  (G'sPD-Tree
and control flow becomes unstable. Flg 1. Before obfuscation.
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[ Identlfy the key nodes from a Fig 2. After obfuscation.
specific node to the exit node. -

Quantify stability difference
e D-Trees demonstrate superior stability, with e e
a 23.6% lower average GED? than CFGs. D-Tree 2 431 34 828

1 Graph Edit Distance (GED) measures the minimum number of edit operations required to transform one graph into another.

Tab 1. Average GED across different sizes of basic blocks.

Basic Block Size Range  (0.50] (50,100]  (100,150] =150




Contributions

e Propose an original Dominance Enhanced Semantic Graph
(DESG) embedding for representing a binary function.

e Develop ORCAS, a novel Obfuscation-Resilient BCSA model,
capturing more binaries’ implicit semantics without control flow
structure, for more robust BCSA.

e Construct an original obfuscated real-world vulnerability dataset.

e ORCAS outperforms 8 baselines over the existing dataset and

our constructed dataset.
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Fig 3: The framework of ORCAS.

DESG Construction GGNN
e |Inter-basic block relations _
- Dominance - Post-Dominance = LayerNorm(ReLU(Lmear ( )))
e |nter-instruction relations — Softmax({ | }| )
- Data - Effect
e Instruction-basic block relations = Linear(Concat( 1, 2,..., ))
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Intermediate Representation

Ghidra

Tab 2: An example of varnode normalization strategies.

e Translate instructions into a

. Address Space  Before Normalization After Normalization
sequence of P-Code operations. —— roi 065, B) AEep——
e A P-Code operation takes one or [ttt e,
more varnodes as input and may e ((“S”tiaqcuke ey ’84; o

produce a single output varnode.

Varnode
e A generalized abstraction of a o
register or memory location, ¢

represented by a formal triple: .
(address space type, offset, size).

Varnode normalization

Ram: Normalize to library function name or ram
Register: Retain offset and incorporate an
architecture identifier

Constant: Normalize to c_offset

Unique: Normalize to unique

Stack: Normalize to stack



DESG Construction
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(c) ISG: Instruction-based
Semantic Graph
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x86_r_@ =INT_SUB xB6_r_8,c_8;
CBRANCH ram,x86_r_8;
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(b) The CFG in Normalized
P-Code Function
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(e) TSG: Token-based
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(d) BBSG: Basic Block-based
Semantic Graph
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DESG Construction Algorithm

Algorithm 1: The construction algorithm of the DESG

. . . Input: A binary function f.

o Decom plle Into P—COde and normal Ize Output: A DESG Gpgsc for representing the binary function f.
1 Let Gpesc. Gisc. and Geesg be empty graphs:
2 Decompile f into the CFG Gcra:

Va rn Od eS . 3 Apply varnode normalization strategies on Gpg:
1 for block € QCI-‘G do

for inst € Getlnstruction(block) do

Gisg-addNode(inst);

for op € the source operands of inst do

if op is defined by instruction de f Inst then

Gisg.addDataEdge(inst, de fInst);

if de fInst accesses memory then

| Gisg.addEffectEdge(inst, de fInst);

@ Split basic blocks into individual instructions -
to build the I1SG. .

€ Tokenize opcodes and operands to refine i Gois — G

13 for inst € Gt do

. 14 Split the opcode of inst as a node opc;
the ISG |nt0 the TSG . 15 Refine the effect edge of inst into the effect edge of opc;
16 Split the target operand of inst as a node op;
. . . 17 Grsc .addDataEdge(op, opc);
@) Create virtual basic block nodes with | e e
19 Split op as a node;

dominance and post-dominance relations to . i m—

21 Tp < getDominatorTree( Gepg );
22 Tpp < getPostDominatorTree( Gerg);

form the BBSG. 23 for block € Gcrg do

24 Create a virtual basic block node bb; for block;
25 Gepsc.addNode(bb;);

@ Link TSG and BBSG with contain relations = | b < Tgetbredecessor(bb);

27 Gagsc.addDomainceEdge(bb;, bb;);
28 bb; « Tpp.getPredecessor(bb;);

to Construct the DESG- 29 Gipsc.addPostDominanceEdge(bb ;, bb;);

30 Merge Grsg and Ggpsi into Gpesg using contain edges;




Model Training

Message Passing Loss Function
= (., . , ) mn ()= (positive( , ) + negative( ))
Edge( ) ,
*1=GRU( , ) positive( , ) =max(l—cos( , )— ,0)

negative( ) = max(cos( ,sampling( )) — ,0)
Graph Pooling

exp( )
exp( )

Softmax( | )=

= LayerNorm(ReLU(Linear ( ))) = Softmax({ | )

= Linear(Concat( 1, 2,..., )



Experiment

Baselines Trox [5 Environment
® SAFE[1] _T;Xn[s %6] e OS: Ubuntu 20.04 LTS
Gemini [2] J e CPU: Intel Xeon 32-core 2.90GHz

CRABS-former [7] o

HermesSim [8] RAM: 256GB

GPU: 2 NVIDIA GeForce RTX 3090

o

e AsmZ2vec [3]

e Graph Mathcing
Network (GMN) [4]
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Evaluation

e RQ1: How performance is ORCAS on one-to-many similarity searching
for binary functions?

e RQ2: How accurate is ORCAS on one-to-one similarity matching of
obfuscated binary function?

e RQ3: How performance is the impact of incorporating dominance
analysis on the performance of ORCAS?

e RQ4: How effective is ORCAS for real-world vulnerability detection?



RQ1: Searching against all Binary Functions

Subtask Metric

e Cross-ISA (XA) * Recall@l= Lif R—anTtufe 1 1
A= MRR = =

< 1 ® Mean Reciprocal Rank (MRR)

e Cross-optimization level (XO) ()= oif =False _, Rank f

e Cross-ISA, optimization level, Improvement Improvement

and obfuscation option (XM). -XA:19.6% 1 - XA 7.4%1
Pool size: 10 - 2000 - X0:12.8% 1 - X0: 11.0% 1

- XM: 9.6% 1 - XM: 8.4% 1

Tab 3: Results on XA Tab 4: Results on XO subtask. Tab 5: Results on XM subtask.
Pool size = 10 Pool size = 100 Pool size = 1,000 Pool size = 2,000 Pool size = 10 Pool size = 100 Pool size = 1,000 Pool size = 2,000 Pool size = 10 Pool size = 100 Pool size = 1,000 Pool size = 2,000
Models Models Models
Recall@1 MRR Recall@1 MRR Recall@1 MBR Recall@1 MRR Recall@1 MRR Recall@1 MRR Recall@1l MRBR Recall@1 MRR Recall@1 MER Recall@l MRR Recall@l MRR Recall@l MRER
SAFE 0506 0685 0133 0269 0023 0069 0011 0.042 SAFE 0405 0613 0085 0210 0010 0044 0007 0027 SAFE 0510 0685 0123 0252 0030 0070 0016 0.045
Gemini 0741 0845 0367 0516 0133 0232 0099 0173 Gemini 0527 0681 0144 0274 0033 0080 0015 0048 Gemini 0473 0646 0157 0275 0.058 0103 0046 0.078
Asmlvec - 2 H = % = = & Asmivec 0433 Oe6de 0100 0210 0034 0065 0022 0.046 AszmZvec - - - - - - - -
GMN 0788 0879 0326 0509 0.069 0168 0040 0.108 GMN 0610 0735 0197 0359 0032 0100 0020 0.064 GNMN 0726  0.832 0319 0481 0055 0150 0032 0.097
Trex 0455 0594 0193 0305 - - % = Trex 0387 0532 0122 0211 - - - - Trex 0302 0460 0154 0.240 - - - -
jTrans 0467 0668 0089 0225 0014 0049 0008 0030 jTrans 0401 0604 0111 0224 0019 0060 0031 0.060 jTrans 0277 0511 0036 0128 0003 0019 0001 0.013%

CRABS-former 0836 0904 0549 0671 0308 0412 0242 0337 CRABS-former 0624 0761 0293 0424 0120 0201 008 0147 CRABSformer 0509 0682 0160 0292 003 008 0027 0069
Hermes5im 0948 0968 0870 0909 0654 0761 0544  0.680 Hermes5im 0900 0934 0788 0842 0579 0677 0476 0595 HermesSim 0.908 0939 0816 0859 0642 0723 0557 0660

ORCAS 0.961 0974 0.913 0.937 0.744 0825 0.640 0.754 ORCAS 0.937 0957 0.860 0.8% 0690 0769 0604 0.705 ORCAS 0946 0963 0.878 0907 0.737 0.804 0.653 0.744




RQ2: Matching Obfuscated Binary Functions

Purpose Metric - Area Under the PR Curve

e Evaluate the ability to match obfuscated binary Precision =
functions with their normal version.

Obfuscation Technique
_BCE _SUB Improvement

_FLA - SUB+BCF+FLA (ALL) - BCF: 4.3% 1 -FLA: 4.7% 1
1:100 ratio of positive to negative sample  -SUB:2.3% 1t  -ALL:12.1% 1

+

Recall =

Tab 6: PR-AUC socres of matching against obfuscated binary functions

Models Bogus Control Flow (BCF) Control Flow Flattening (FLA) Instruction Substitution (SUB) SUB+BCF+FLA (ALL)
Readline Sed Sharutils Tar Avpg. Readline Sed Sharutils Tar Avp Readline Sed Sharutils Tar Avp. Readline Sed Sharutils Tar Avp.
SAFE 0.072 0079 009 0078 0081 0020 0094 0075 0074 0080 0142 0.142 0.153 0153 0147 0.054 0059 0055 0.046 0053
Gemini 0.062 0029 0083 0063 0074 0026 0026 0025 0022 0024 0515 0557 0570 0548 0547 0018 0020 0017 0016 0017
Asmlvecr 0013 0021 0028 0027 0022 0011 0012 0013 0010 0011 0292 0422 0371 0499 039 0007 0007 0007 0007 0007
GMIN 0.329 0282 0359 0301 0317 0165 0.180 0229 0134 0189 0513 0488 0604 0529 0533 0164 0137 0184 0092 0.144
jTrans 0.055 0067 0126 0108 0.089 0063 0071 0100 0097 0082 0373 0459 0524 0570 0481 0.015 0022 0020 0027 0021

CRABS-former 0.040 0070 0057 0088 0063 0015 0016 0012 0028 0017 0620 0686 0755 0772 0708 0014 0014 0011 0011 0012
HermesSim 0.805 04292 0905 0913 0878 0327 0914 0910 0917 0892 0908 0925 0981 0595 0943 0634 0850 0823 069 0764

ORCAS 0.840 0.935 0.965 0946 0921 0.881 0967 0971 0.939 0.939 0.947 0957 0993 0.969 0.966 0.792 0935 0933 0.800 0.865
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RQ3: Ablation Experiment
ORCAS-RD Metric - Area Under the PR Curve

e Remove the dominance and post-dominance Precision =
relations in the DESG.

e Retain all other components.

-+

Recall =

Improvement
ORCAS
<] ORCAS-RD -BCF :1.7% 1
-FLA:1.7% 1
- SUB: 1.6% T

%( -ALL: 4.0% 1

FLA SUB ALL
Fig 4: Average PR-AUC socres of ORCAS, ORCAS-RD
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RQ4: Real-World Vulnerability Search

Obfuscated real-world vulnerability dataset?

Setting Project
e 10 variants e openjpeg - 18,719 functions
- 2 ISAs (x86-64 and ARMG64) e libgit2 - 57,673 functions

- 5 obfuscation options (none, SUB, BCF, FLA, and ALL)

e -0O3 optimization option
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2 https://github.com/Cao-Wuhui/ORCAS Fig 5: Recall rate of real-world vulnerability search.
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