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Background
Binary Code Similarity Analysis (BCSA)
l To score the semantic similarity of two binary code snippets.
Applications
l  Malware identification, vulnerability detection, and plagiarism 

detection, etc.
Code Obfuscation
l Obscures the code’s control flow and basic blocks while 

preserving the function semantics. 
l Key Techniques includes Instruction Substitution (SUB), 

Bogus Control Flow (BCF), and Control Flow Flattening (FLA).
l Dual Purpose​: Protects software (e.g., 50% of top Google Play 

apps) and conceals malware.



Tab 1. Average GED across different sizes of basic blocks. 

Motivation

Fig 1. Before obfuscation.

Challenges of code Obfuscation
l Simple instructions are replaced with 

complex instructions. 
l The numbers of basic block surges (e.g., 4x), 

and control flow becomes unstable.
Dominator Tree (D-Tree) 
l Identify the key nodes from the 

entry node to a specific node.
Post-Dominator Tree (PD-Tree)
l Identify the key nodes from a 

specific node to the exit node.
Fig 2. After obfuscation.

Superior 
Stability

Quantify stability difference
l ​​D-Trees demonstrate superior stability, with 

a 23.6% lower average GED1 than CFGs.​
1 Graph Edit Distance (GED) measures the minimum number of edit operations required to transform one graph into another.



Contributions
l Propose an original Dominance Enhanced Semantic Graph 

(DESG) embedding for representing a binary function.

l Develop ORCAS, a novel Obfuscation-Resilient BCSA model, 

capturing more binaries’ implicit semantics without control flow 

structure, for more robust BCSA.

l Construct an original obfuscated real-world vulnerability dataset.

l ORCAS outperforms 8 baselines over the existing dataset and 

our constructed dataset.



Fig 3:  The framework of ORCAS.

ORCAS

DESG Construction
l Inter-basic block relations

- Dominance - Post-Dominance
l Inter-instruction relations

- Data - Effect
l Instruction-basic block relations

- Contain
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Intermediate Representation
Ghidra 
l Translate instructions into a 

sequence of P-Code operations.
l A P-Code operation takes one or 

more varnodes as input and may 
produce a single output varnode.

Varnode
l A generalized abstraction of a 

register or memory location, 
represented by a formal triple: 
(address space type, offset, size). 

Tab 2:  An example of varnode normalization strategies.

Varnode normalization 
l Ram: Normalize to library function name or ram
l Register: Retain offset and incorporate an 

architecture identifier
l Constant: Normalize to c_offset
l Unique: Normalize to unique
l Stack: Normalize to stack



DESG Construction 

Node
- Virtual basic block - Opcode 
- Oprand

Edge
- Data - Effect  - Contain
- Dominance - Post-Dominace



DESG Construction Algorithm
➊ Decompile into P-Code and normalize 
varnodes.
➋ Split basic blocks into individual instructions 
to build the ISG.
➌ Tokenize opcodes and operands to refine 
the ISG into the TSG.
➍ Create virtual basic block nodes with 
dominance and post-dominance relations to 
form the BBSG.
➎ Link TSG and BBSG with contain relations 
to construct the DESG.



Model Training
Message Passing
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Experiment
Baselines
l  SAFE [1]
l  Gemini [2]
l  Asm2vec [3]
l  Graph Mathcing 

Network (GMN) [4]

Environment
l  OS: Ubuntu 20.04 LTS
l  CPU: Intel Xeon 32-core 2.90GHz
l  RAM: 256GB
l  GPU: 2 NVIDIA GeForce RTX 3090

l  Trex [5]
l  jTrans [6]
l  CRABS-former [7]
l  HermesSim [8]
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Evaluation

l RQ1: How performance is ORCAS on one-to-many similarity searching 

for binary functions?

l RQ2: How accurate is ORCAS on one-to-one similarity matching of 

obfuscated binary function?

l RQ3: How performance is the impact of incorporating dominance 

analysis on the performance of ORCAS?

l RQ4: How effective is ORCAS for real-world vulnerability detection?



RQ1: Searching against all Binary Functions

Tab 3:  Results on XA 
subtask.

Tab 4:  Results on XO subtask. Tab 5:  Results on XM subtask.

l Mean Reciprocal Rank (MRR)

MRR =
1
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    Improvement
- XA : 7.4% ↑
- XO: 11.0% ↑
- XM: 8.4% ↑

Subtask
l  Cross-ISA (XA)
l  Cross-optimization level (XO)
l  Cross-ISA, optimization level, 

and obfuscation option (XM).
Pool size: 10 - 2000

Metric
l Recall@1 = 1

�
 �=1
� � Rank f�

�� ≤ 1 

�(�) =   1, if � = True 0, if � = False

    Improvement
   - XA : 9.6% ↑
   - XO: 12.8% ↑ 
   - XM: 9.6% ↑



RQ2: Matching Obfuscated Binary Functions

Tab 6:  PR-AUC socres of matching against obfuscated binary functions

Purpose
l Evaluate the ability to match obfuscated binary 

functions with their normal version.
Obfuscation Technique
   - BCF - SUB
   - FLA - SUB+BCF+FLA (ALL)
1:100 ratio of positive to negative sample 

Precision =
��
�� + ��

 Recall =
��
�� + ��

 

 
 

Metric - Area Under the PR Curve

Improvement
   - BCF: 4.3% ↑ - FLA: 4.7% ↑ 
   - SUB: 2.3% ↑ - ALL: 12.1% ↑



RQ3: Ablation Experiment

Fig 4:  Average PR-AUC socres of ORCAS, ORCAS-RD

ORCAS-RD
l Remove the dominance and post-dominance 

relations in the DESG.
l Retain all other components.
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Metric - Area Under the PR Curve

Improvement
   - BCF : 1.7% ↑
   - FLA: 1.7% ↑ 
   - SUB: 1.6% ↑
   - ALL: 4.0% ↑



RQ4: Real-World Vulnerability Search

Fig 5:  Recall rate of real-world vulnerability search.

Obfuscated real-world vulnerability dataset2

                                Setting
l  10 variants

  - 2 ISAs (x86-64 and ARM64)

  - 5 obfuscation options (none, SUB, BCF, FLA, and ALL) 
l  -O3 optimization option

                  Project
l  openjpeg - 18,719 functions

l  libgit2 - 57,673 functions

Recall@10 (m/10)​
l  Pool: All functions per CVE

l  Search: 1 vulnerable variant as query

l  Result: m = vulnerable variants in top-10

2 https://github.com/Cao-Wuhui/ORCAS
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